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(e) Entities with Tier 1 select agents
and toxins must have the following ad-
ditional incident response policies or
procedures:

(1) The incident response plan must
fully describe the entity’s response pro-
cedures for failure of intrusion detec-
tion or alarm system; and

(2) The incident response plan must
describe procedures for how the entity
will notify the appropriate Federal,
State, or local law enforcement agen-
cies of suspicious activity that may be
criminal in nature and related to the
entity, its personnel, or its select
agents or toxins.

(f) The plan must be reviewed annu-
ally and revised as necessary. Drills or
exercises must be conducted at least
annually to test and evaluate the effec-
tiveness of the plan. The plan must be
reviewed and revised, as necessary,
after any drill or exercise and after any
incident.

[70 FR 13316, Mar. 18, 2005, as amended at 77
FR 61114, Oct. 5, 2012]

§73.15 Training.

(a) An individual or entity required
to register under this part must pro-
vide information and training on bio-
safety, security (including security
awareness), and incident response to:

(1) Bach individual with access ap-
proval from the HHS Secretary or Ad-
ministrator before that individual has
such access to select agents and toxins.
The training must address the par-
ticular needs of the individual, the
work they will do, and the risks posed
by the select agents or toxins; and

(2) Each individual not approved for
access to select agents and toxins by
the HHS Secretary or Administrator
before that individual enters areas
where select agents or toxins are han-
dled or stored (e.g., laboratories,
growth chambers, animal rooms, green-
houses, storage areas, shipping/receiv-
ing areas, production facilities, etc.).
Training for escorted personnel must
be based on the risk associated with ac-
cessing areas where select agents and
toxins are used and/or stored.

(b) Entities with Tier 1 select agents
and toxins must conduct annual insider
threat awareness briefings on how to
identify and report suspicious behav-
iors.

§73.16

(c) Refresher training must be pro-
vided annually for individuals with ac-
cess approval from the HHS Secretary
or Administrator or at such time as
the registered individual or entity sig-
nificantly amends its security, incident
response, or biosafety plans.

(d) The Responsible Official must en-
sure a record of the training provided
to each individual with access to select
agents and toxins and each escorted in-
dividual (e.g., laboratory workers, visi-
tors, etc.) is maintained. The record
must include the name of the indi-
vidual, the date of the training, a de-
scription of the training provided, and
the means used to verify that the em-
ployee understood the training.

[77 FR 61114, Oct. 5, 2012]

§73.16 Transfers.

(a) Except as provided in paragraphs
(¢c) and (d) of this section, a select
agent or toxin may only be transferred
to individuals or entities registered to
possess, use, or transfer that agent or
toxin. A select agent or toxin may only
be transferred under the conditions of
this section and must be authorized by
CDC or APHIS prior to the transfer. ¢

(b) A transfer may be authorized if:

(1) The sender:

(i) Has at the time of transfer a cer-
tificate of registration that covers the
particular select agent or toxin to be
transferred and meets all requirements
in this part,

(ii) Meets the exemption require-
ments for the particular select agent or
toxin to be transferred, or

(iii) Is transferring the select agent
or toxin from outside the United States
and meets all import requirements.

(2) At the time of transfer, the recipi-
ent has a certificate of registration
that includes the particular select
agent or toxin to be transferred and
meets all of the requirements of this
part.

(c) A select agent or toxin that is
contained in a specimen for proficiency
testing may be transferred without
prior authorization from CDC or
APHIS provided that, at least seven

4This section does not cover transfers

within an entity when the sender and the re-
cipient are covered by the same certificate of
registration.
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